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Summary of the Report

The dependence and interdependence between the different economic sectors of society is a
current reality effective and concrete. This connection has emerged naturally, accompanying
the evolution of technology, globalization and tivay we currently interact with society and

organizations.

From the Latirsystema systentis an ordered set of elements that are interconnected and that
interact with each other. Transposing this concept to organizations, where each organization is
a system, the question arises in the effectiveness of these links, that is, in what way is interaction
and interconnection made. Small failures, deviations or disruptive events of major impact may
jeopardize a system if the connections / interconnections totaar system or systems are not

sufficiently robust and reliable.

GThe increasing complexity and interdependence between critical infrastructures and the
increasing dependence on the electric energy infrastructure makes the resilience of the energy
network a fundamental priority in safeguarding the economic and social growth of modern
societieg’. And when we reflect on society, on the organizations, we understand that it is a
system of interconnected systems that allows us to interact and function iretgocThe
complexity of this aspect increases exponentially. We think that each company is a system
endowed with several layerpgople,physical infrastructuredechnological infrastructureand

suppliers.

The ability of Systems arystemof-Systemgo be flexible and to adapt to failures, deviations
and / or disruptions is widely considered to be defiresResilience. The organization's ability
to adapt, shape and recover from changtst may arise from different actorsvill make the
difference betveenan organizationthat will prevail in its sectoand an organization that does

will suffer to maintain its services

In this complex world of systemghe role of a Distribution System Operator (DSO) is

fundamental for the society, both torganizatios and to citizens, andé constant search for

1 WG Resilience of Sitibution Grid_Final TOR
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equipment, methodologies and techniques that allow to improve twatinuity, quality of

CIRED Working groyResilience of Distribution Grids

technical and commercial service providetbiday a reality inmostDSO.

The work of this WGover the last two yearsdemonstrates tlis effort, commitment and
dedicationa constant search for innovative processes of improvement in terms of equipment /
systems as well as in terms of work organization, allovid8@ to build a higher capability

adapt in the face of disptive events that may arise.

The main objective of the WG is to present a report thatible to share googracticesand
promotes the work that different companies and countries are carrying out and have already
implemented, through benchmarking and castudies related to the "Resilieacof the
Distribution Network". Baring experiences and learning with good practices will serve as a
reflectionandguidance to improve the efficiency and effectiveness of companies, fostering the

opportunity to develop ther work that deepens théhematic.

Events and natural disasters such as those that have been experienced in recent times, which
have also caused interruptions in the electricity gadll for this deep dive in the thematic,
ending not only in individuadolution implementation by each DSO, but also collective ongs as

among other, the need to define protocols of mutual assistance between DSO.

It is therefore also necessary that organizations such as CIRED continue to engage experts in
distribution netwoiks, allowing them to share their knowledge and experience and thus help

organizations move towards resilience.
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1. INTRODUCTION

1.1. BACKGROUND AND SCOFHHE WORKING GROU

Resilience is a multaceted concept which can be interpreted and defined in sevweeys by
organizations around their world, based on their practices and experiences with extreme events.

In the context of distribution systemeesiliencecan be widehlRSFAY SR A G K NBaLISOI
ability to withstand rare and extreme events (snotwrms, hurricanes, earthquakes, terroristic

attacks¥ and quickly recover to its prevent resilient state.There is no currently universally

definition broad considered to be defined as Resilient®wever, considering how different

bodies approached thi multidimensional concept in order to collectively evaluate which

features should be taken into account in the decisioaking for building highlyesilient

distribution networks,Tablel:

Source Resilience Definition

IEEE Trasactions. Power Systerfi§ GwSaAtASYOS OFy NBFSNI Gz
organization, ranging from infrastructure robustndes
operational resiliencd Yy R odzaiAy Saa O:
ISO 22301:2012Business continuity oBusiness continuity management is a holis
management systemg] management process that identifies potential threats
an organization and the impacts to business operatit
those threats, if realized, might cause, and igth
provides a framework for building organization
resilience with the capability of an effective respon
that safeguards the interests of its key stakeholde
reputation, brand and valu® NB I G Ay 3 | O

JR@; European Commissidi] G¢KS GSNY NBaiAtASyOS YS
and adapt to changing conditions and withstand a
recover rapidly from disruptions. Resilience includes
ability to withstand and recover from deliberate attack
accidents, ornatzNJ f £ @ 2 OO dzNNAR y 3

RESILENS: Realising Eurofiesilience GwSaAt ASyO0OS Aa (GKS oAt

for Criticallnfrastructure[4] survive and thrive in the face of a complex, uncert:
and ewer-changing future. It is a way of thinking abo
both shortterm cycles and longerm trends:
minimizing disruptions in the face of shocks a
stresses, recovering rapidly when they do occur, ¢
adapting steadily to become better able to thrive
conditions continue to change. Within the context of (

2 WG Resilience of Distribution Grid_Final TOR
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Energy 2050: Making the Transition to a
Secure LowCarbon Energy Systefis]

Power Systems Engiaring Research
Centre (PSER[®]

the resilience process offers a cyclical, proactive
K2t A4aGA0 SEGSyaAazy 2F NJ

OResilience is the capacity of an energy system
tolerate disturbance and to continue to delive
affordable energy services to consumers. A resili
energy system can speedily recover from shocks and
provide alternative means of satisfying ergy service
ySSRa Ay GKS S@Syid 27T Of

Gt 26SNJ AINAR NBaAfASyOS

degrade gradually under increasing system stress
then to recover to its pralisturbance secure state. Alsi
the degree to which the system can cascade provide
YSIFAdzZNE 2F aeadasSy NBaAft

Tablel - Differe

Concerning the interdependency of the digcal infrastructures that includes all its physical,

nt Resilience Definition

human and technological domains, resilience for distribution grids is the ability to prepare for

and adapt to changing conditions and withstand and recover rapidly from disruptions; also

includes the apability of an effective response that safeguards the interests of its key
stakeholders, reputation, brandandvat@NB | G Ay 3> LG A& | faz2 KAIKEe Ol

GSNY FTRFELIWIGAZ2YE F

SIGdzZNB 27F | NXBodirdy fitsidSsign,

RA &G NX

operation and emergency procedures and practices to be better prepared for future events

(similar or unforeseen) to mitigate the impact of High Impact and Low Probability (HILP) events

on the frequency and severity of power outages. Hogrewn order to enable the effective

adaptation and implementation of those strategies for preserving the resilience of a distribution

system to extreme events, it is essential to update the policy and regulatory frameworks in order

to incorporate resiliene-thinking and engineering in the decisiamaking and planning of future

distribution networks, going beyond the traditional reliability planning.

1.2. STRUCTURE OF THEAEIREP

The final report consists of six main chapters that are structured inagihreesvay, where a small

ORT

introduction is made, present a theoretical framework as well as the state of the art of the

themes, which are:

- (i) Impact of different events to the electrical supply system;

- (ii) Interdependence of the electrical infrastructuaad others;

- (iii) Evaluation of needs and the existing resilience;

Congres International des Résedtlgctriques de Distribution
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- (iv) Strategies for planning, control and operation;
- (v) Overall strategies for cities in case of an HILP event including crisis strategies of
utilities;

- (vi) Role of innovative neorks and dispersed generation towards resilience.

In addition, the chapters include several case studies of the companies involved in this work with
concrete examples of resilience as well as conclusions and recommendations.

It is understood that the rglience of the distribution network is a much broad topic to present

in a single report, so the intended approach to the use of case studies was, on the one hand, to
highlight the work that has already been done by companies and in particular by thgR&0O,

their role in society, and on the other hand to disclose existing good practices because a

company will only be effectively resilient the more resilient its stakeholders are.

There have always been concerns about improving the network infrastruatitiiethe goal of
minimizing interruption times and monitoring a set of performance indicators, the point being
that they were probably not framed under the umbrella of resilience, but it is also the objective

of this report to highlight this point of view

1.3.PROCEEDING OF THERKIDIG GROUP

The main objective of theeportis to address the issue of resilience of the distribution networks,
however by analyzing the initial description of the WG propo$akould be challenging to
address all the differerissues in a single report, govas recognized by the participarttsat it
was a very ambitious and comprehensive togra thatsome adjustmentsto deliverthe final

report of this working group.

It was therefore decided to direct the efforts to addrdhs issues referred to in the proposal,

but limiting the scope and focusing exclusively on the distribution network operators. On the
other hand, since there are already several innovation and research initiatives of participating
companies but also atiernational level, for example through European projects under H2020,

it seemed a good start to present case studies of concrete situations of the companies involved
which clearly contribute to the resilience of the distribution networkis way, this wdk could

contribute to the beginning of a momomprehensive work in this area.
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The SharePoinEigurel, was a tool used for dissemination and sharing of the information inside
the WG.

.. CIRED WG on Resilience of Distribution Grids
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Figurel - WG SharePoint

This reportincludes fifteen ase studies with the following typologieBSigure2, framed in the

main topics that costitute the body of the report.

5
4
B = -
| | — —
Devices HILP/Natural Power Lines Fire Cyber-attackgrganizational
Hazards

Figure2 - Case studies typology

The casestudies present the discussion around the main theme and present not only lessons

learned but also recommendations based on experience.

As a finahote, we hope that this report can be a one step to highlight the good practices that
have been developed,at only in technical but also frora different viewpoint from another

areas which also have as an effective contribution to the resilienoegainizations.
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Portugal¢ Winter 2017

2. IMPACT OF DIFFEREBVENTS TO THE ELECAIRSUPPLY SYSTEM
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2.1.INTRODUCTION

The work of this chapter will concentrate on the three event types: malevolent event, natural
disaster and accident. In this first topic, the impact of such events on the power distribution
system is described. Also, a distinction is giverwben classic concepts that increase the
security in comparison to concepts that increase the resilience. This is used as a basis for further
topics in the development of the case studies.

2.2. THEORETICAL FRAMEWOR

The threat category malevolent threatsvasall types of threats that originate from intentional
attacks on the power system executed by an adversary or a group of adverFdriggpical
adversaries are terrorists, extremists, vandals, cyber attacker but can alsosioers like
employees. With the increasing dependence of the power system on IT components; cyber
attacks get an important threat vect@8]. The authors of8] give what they call a cybersecurity
case study and analyses timpact of recent cyber issues on the power system.

Natural hazardsare events like hurricane, earthquake, tornado and flooding. These types of

events have a high potential in disturbing the power system and to result in ouf@yéue to

the human induced climate change, extreme weather events are becoming more likely. The
moment this report is written the east cost of the United States is hit by a series of severe
KdzZNNA Ol ySa oal I N¥Seé¢ | yR d ltoddvere powef obthgddOy 3 | Y2 y 3

The third type of threat are accidents. In its consequences, accidents can resemble very much
malevolent threats. But they happen unintentionally, because of errors or failures. Especially

dangerais are several smaller accidents that happen in a series. A prominent example of an
accident that massively disturbed the power system are the wrong decisions that were taken on

the 4" of November 2006 to allow the passing of a cruiser under two higag®lineq11].

In specificcases, threats of different type can coincide, like it happened in Fukushima were
accidents and natural hazards influenced each other with catastrophic r¢s#jts

Despite the efforts of keeping the power flowing and the lights on undercaagiibleevents,

power systems (and particularly distribution networks) are occasionally exposestiteme

weather and natural hazards(e.g. wildfires, storms and eargnakes), which as evidenced

worldwide can be so intense that they can cause the collapse of power systems, leading to large

and sustained power disruptions with great economic and social impacts. The threats of a power

system can be broadly categorizeddredible2 NJ @8WJA O f Q L2 g Shidd dadred 1 SY 2 dzl
extreme eventsdriven mainly byatural disasters and extreme weathevhose frequency and

severity might increase as a direct impact of climate chgige Table2 shows the distinct

differences between these two categories of evelitd].
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COMPARISON OF TYPICAL POWER SYSTEM OUTAGES AND EXTREME EVENTS

Typical Power System Outage

Extreme Event

Low impact, high probality
Preventive & corrective control measures
portfolio in place

Random location and time of occurrence

Supported by contingency alysis and
optimization tools

Limited number (single or double) of faulf
due to component failures

Small portion of the network is
damaged/collapsed

Quick restoration

High impact, low probability
No control measures in place (typically)

Spatiotemporal correlation between
faults and event

Limited mathematical tools

Multiple simultaneous faults
Large portion of the network is
damaged/collaped

More time and resources
consuming/longer restoration

Table2 - Comparison of typical Power System Outages and Extrerapt&

Distribution networks have been traditionally designed and operated toeliable (secure in
particular) to the more typical threats. Nevertheless, experiences around the world are now
signifying the increasing importance for power networks to also achieve high levelslEnce

to natural hazards and extreme weathdi5, 16, 17], the socalled highimpact lowprobability
events, in order to mitigate the impacts of such etgeand quickly recovet.able3 shows some

of the key features that set the concept of security apart from the one of resiligt&je

COMPARISON OF SECURITY AND RESILIENCE

Security

Resilience

Highprobability, lowimpact

Based on average in@itors, e.g. loss of
load frequency

Shorter term, typically static

Evaluates the power system states

Concernednainly with customer
interruption time

Lowprobability, highimpact

Based on risk profile, e.g. conditional
expectation

Longer term, adaptive, ongoing

Evaluates the power systems states and t/
state transitions

Concerned with customer interruption time
and infrastructure recovery time

Table3 - Comparison oSecurity andResilience

2.3.CONTRIBUTIONEASESTUDIES

Case Study 1 is a general invedim@aof the impacts of natural hazards on the electric supply
system. It also investigates strategies to increase the resilience from a grid planning perspective

against this type of threat.
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Case Study 2 is based on an event that happened in the Nomveigizibution grid in 2007 and
was caused by a natural hazard.

Case Study 3 relates to a disturbance caused by a combination of several accidents in the
Norwegian highvoltage grid in 2004 that led to a wide area outage.

Congres International des Résedtlgctriques de Distribution
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Case Study 1 | Impact of natural hazard on the electrical supply system and
strategies to increase the resilience

Synopsis
This case study starts with the identification of impacts natural hazards can have
electrical supply system. Therasures to increase the resilience of power systems in the
of natural hazards are discussed. These measures focus on the domain of network pla

Findings

Overhead lines are often exposed to extreme weather, especially thiwiter storms awl

hurricanes. They are exposed to a high probability of destruction through bend down ti
fragile power poles.

The nl safety rule is not sufficient for every case, especially when large areas are affe
floods, storms and hurricanes. Often tharticular backup paths or components to repov
the affected areas are also affected by the weather event.

Placement and elevation of substations can be not sufficient in terms of resilience in
hazards. Flooding of substations which are still pedvean cause severe damage to |
equipment and presumably results in long repair tifi€s20].

Also, the placing and quantity of switches in the power system play an important
Sometimes sikiches are not remotely controllable or located in places which are affect:
the hazard and therefore not controllable. If only very few switches are available, it
possible to isolate only a small part of the grid. Instead whole feeders/lamgshmildbe

isolated[21].

If the power grid does not contain any micro grid capabilities, isolated areas are not .
restore/repower themselves and cannot make use of DERs and battery storages.

Discussion

Cables insted of overhead lines reduce the risk of damage through bend trees, instable
and short circuits through foreign objects. These circumstances mostly occur during
storms. In case of a flood and storm surge, overhead lines can be the betterosievicables,
if substations are elevated or capsuled against ingress of water. Another opportunity
choice of a different path of the lines/cables to minimize the risk of damage through r
events.

For already highly meshed grids like high aediom voltage power systems2rand higher
safety measures are relatively easy to realize. For low voltage grids, this may not be rez
with regard to expenses and the usual small expansion of the grid.

Placement and quantity of switches is importantonfine the impact of destroyed equipme
to a small area and a smallmberof customers. This is only reasonable if the DSO is al
control the switch in case of a hazard, e.g. by remote control or manual access througt
Micro grids enablersall areas of the grid to run in island mode. This is useful if a part «
grid is isolated and there is no potential of repowering through the separated grid. This
possible if enough plants, DER’s, battery storages and control options aigl@vail

Conclusion

Most problems in power grids result from the choice of wrong type of technology (e.g. |
cable) or the wrong placement of equipment. It is important to assess possible risks anc
affecting the area of the planned grid andhttapt the technology respectively. Sometimes
least expensive implementation is not the best solutegardingfuture dangers.
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Recommendations

The simplest and perhaps most effective solution to most of the risks through natural h
is the chate of the right path and the right placement of lines and substations, to elirr
the most likely dangers right up front. But often the amount of existing placing options i
S0 one needs to determine the best solution for the respective case.

HigHy meshed grids,-(2+x) safety and micro grids seem to be the best methods to reduc
chance and the duration of large outages during natural disasters if the placem
equipment is immutable.
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Case Study 2 | Breakdown of both power lines to Stejdéarway 2007

Synopsis

Steigenc a small community with less than 3000dbhants in Northern Norwag lost its
power supply for nearly 6 days in January 2007 due to failures and breakdown of botl
lines supplying the community. This event was triggered by heavy storm, and the repe
was delayed by the harsh weather.

Findings

Two unwanted events occurred. The first was the breakage of the wire on overhead lir
1 due to strong wind combined with heavy icing. Overhead line (OH) 2 was imme
connected to supply the load. During the night, this line discoadettice due to shor
circuit/overload. Then OH 2 was permanently disconnected due to earth fault caus
breakage of the wire. Shortly after the OH2 was repaired and reconnected, a new brea
the wire occurred. Which then was repaired, but afterZgtadually was uploaded, the Ol
line broke again. In total three line breakages occurred on OH 2, and constitute the
unwanted event. After the third repair, the OH 2 line was loaded to handle about 50 %
load demand. Meanwhile the repaif ©H 1 was interrupted and delayed by the continu
harsh weather (strong wind and snow, restricted view and lack of daylight). Power sup
partially and temporarily restored using a few reserve supply units and the available c
in OH 2 was shed between the different zones by rotating connections. In addition, se
parts of the distribution network were damaged.

Discussion

Steigen is normally supplied by one 66 kV line (OH 1) while the other line (OH 2) is-bg :
(hot). A similar eant occurred on OH 1 about 13 years earlier, but with a limited conseqt
as OH 2 was connected to restore the supply. Due to this experience and the fact the
had been very few faults on these 66 kV lines during the past 10 years, there wasond e
believe that such an extraordinary event could take place. However, in the meantime
which was more than 50 years old had deteriorated and the technical condition se
weakened. Both lines are routed in areas with harsh weather conditiasngnthe lines
exposed to failures and harsh conditions for repair work. There is no local generation
area, and Steigen is vulnerable to the loss of both lines. There are plans for a hydrc
station in the area which will cover the whole cangtion of Steigen.

Several barriers have been identified to having the potential of limiting the extent of the
system failure or reduce the consequences. These have been divided into four cat
based on their ability to prevent component fedlupower system failure, loftgrm power
system failure and reduce enser's consequences. Barriers to prevent component fai
include adequate choice of righf-way's regarding wind and ib@ads, good constructiol
work and commissioning tests, b@atinspection and condition monitoring skills, competen
and routines, reinvestment in deteriorated lines, and testing of capacity of lines used i
standby. Barriers to prevent power system failure, include better risk and vulner:
analyses iad contingency plan regarding loss of both lines, and establish local generatic
as the planned hydro power station. Barriers to prevent-teng power system failure
include transport preparedness, sufficiently available amount of spare partseeswhpel,
standby arrangements like large mobile reserve units/power plants, and plans for nu
capacity and connection points for reserve units. Barriers to reducassrd consequence:
include coordination of emergency preparedness in the commuanitly with the network
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company, alternative sources of energy, emergency fuel supply, reserve units, shelte
provision of and access to alternative/emergency communication.

CIRED Working groyResilience of Distribution Grids

Conclusion

Most problems in power grids result from the choice of wrong tyftechnology (e.qg. line v
cable) or the wrong placement of equipment. It is important to assess possible risks anc
affecting the area of the planned grid and to adapt the technology respectively. Sometin
least expensive implementationnst the best solution with regard to future dangers.

Recommendations

Steigen lost its power supply for nearly 6 days due to failures and breakdown of bott
lines supplying the community. This event was triggered by heavy storm, and the repz
was delayed by the harsh weather. Steigen is normally supplied by one 66 kV line (OH
the other line (OH 2) is on stadbg (hot). However, deteriorated and the technical condit
had severely weakened the 50 years old OH 2. This in combinatiothevfact that no loca
generation was installed in the area, made Steigen vulnerable to the loss of botk
Therefore, one preventive measurement is establishing local generation. There are p
installing a hydro power station in the area whigthcover the whole consumption of Steige
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Case Study 3 | Delayed protection resporidéestern Norway 2004

Synopsis

A large area of Western Norway experienced blackout on February 13th, 2004. The s
occurred due to a failure of a line joint followed by delayed arsklentive protection
response causing two 300 kV lines to disconnect.

Findings

Four unwanted events occurred. The first was a line split due to gradual deterioration
by overheating due to current transferred through the steel core of the liné/jbhe area wa:
normally connected to the rest of the grid through two 300 kV lines in the south and one
north. Therefore, the occurrence of this line spilt on one of the southern lines wa
interpreted as a high impedance fault by the distéapiotection, and thus the breakers did r
disconnect. This delayed and unselective protection response on the two southern lin
the second unwanted event. As the fault current increased, it was detected by the prot
on both southern lines whidhen tripped their respective lines. The remaining connectic
the north experienced a 50 % overload and tripped, separating the area from the rest
grid. The third unwanted event was malfunction of frequency protection causing too
generatorsto fall too early in the separated grid. This ultimately led to collapse of the \
area, and the fourth unwanted event. Alimost 500 000 people and several large industri
were affected by the blackout. 2400 MW were interrupted, but most of th@epavas
restored within 1 hour.

Discussion

The affected area was characterized by limited transmission capacity from the central
2004 three lines made up two interfaces with the central grid, making these interfaces
for the supply oflte area. After the blackout, the system was in a vulnerable state uni
damaged 300 kV line was repaired and the normal operation resumed (approx. 3 days ¢
blackout). Malfunctions of protection made the system vulnerable to the failure ofla
component by allowing one failure to trip two critical lines. Protection also disconn
generators early, making it more difficult to limit the voltage drop.

Four barriers have been identified as having the potential to limit the extend of tki®ft
power system failure (or reduce the consequences). One barrier to prevent component
is to have better instructions/competence and choice of material when installing the line
Another barrier is monitoring components. One solution isigaaithermograph, which migt
have revealed overheating of the line joint (causing mechanical degradation). One ba
preventing power system failure is increasing the redundancy in the grid. This co
achieved by increasing transmission capaity/or increasing production. Another barriel
increasing the selective line protection and increasing the performance of the gen
protection.

Conclusion

Three lines made up two interfaces with the central grid, making these interfaces feniti
the supply of the area. When a line split on one of the southern lines occurred, it wi
interpreted as a high impedance fault by the distance protection, and thus the breakers
disconnect. This led to increasing fault current which weectid by both the southern line
which then tripped. Malfunctions of protection made the system vulnerable to the failur
single component by allowing one failure to trip two critical lines. The remaining connec
the north experienced a 50 %arload and tripped, separating the area from the rest of
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grid. The frequency dropped fast, generators disconnected and the whole area col
Almost 500 000 people and several large industrial sites were affected. 2400 MW
interrupted, but mostof the power was restored within 1 hour. Some suggestions witt

potential to limit the extent are monitoring components, increase the redundancy, and
selective line protection.

CIRED Working groyResilience of Distribution Grids

Recommendations

For this blackout, barriers with the potential tmili the extent of the unwanted event ¢
reduce its consequence have been identified. It should be noted that the improve
potential and the costs of enforcement varies significantly between the different be

identified, and it was outside the scope assess this explicitly, in the memo used ¢
reference for this use case.
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3. INTEREPENDENCE OF THEERECAL INFRASTRURHWBND OTHERS

Congres International des Résedtlgctriques de Distribution
International Conference on Electricity Distribution 22/107



C/;RE D

CIRED Working groyResilience of Distribution Grids

3.1.INTRODUCTION

Several projects around the world have demonstrated so far, the necessity to understand how
heterogeneous infrastructures work together and how vulnerabilities and failures on one

infrastructure can have negative (if not catastrophic) impacts on other interdependent

infrastructures.

Considering the scope of this CIRED working group, identifying interdependencies between
infrastructures is a major task in order to propose accurate resp®ms hazard or common
mode failures, more specifically we are interested in sharing experiences about how this new
digitalization and the global vision of SysteaisSystems has had an impact on the power
distribution network resilience.

Therefore, the fist step is to identify the types of interdependencies according to the literature,
the second step is to share real cases where a failure on another infrastructure or a common
cause event have impacted the business continuity of the power distributiomarkt

Finally, we consider important to define the level of dependency existing between the different
sectors, which will help us to define a response strategy to High Impact Low Probability (HILP)
events.

3.2. THEORETICAL FRAMEWOR

Nowadays it islear thatthere are dependences betwedritical infrastructoes, however they

are either tangibles or intangibleand huild a complexcoupled Systerof-Systems (So8)hich

is complex to mtect [23]. ASoSs characterized by highly tamated networks with mulple
complex interdependenciesMany efforts have been made to classify the type of
interdependencies of critical infrastructures. The first known paper on this subject identified
four types of interdependencie®4, 25]:

1. Physical Represented by a physical linkage between the inputs and outputs of two
agents in different infrastructures, e.g. power systems supply power to oil infrastructures
for pump stations and control stems.

2. Cyber connects the state of one infrastructure to others, depending on information

transmitted through the communications infrastructure, e.g. water facilities depend on ICT

to supervise and monitor the water pumping and cooling. Other authorsgseq to call it
GLYF2NXIGAZ2YFEZE AY 2NRSNLG2 Ay Of dzZRS KIF NRgI NB

3. Geographic Infrastructures geographically located at the same place, where a single
event can negatively affect them, e.g. in power substatishen a transformer explodes
and the fire burns communication cables, affecting the information and communication
system. The term "geospatial” was proposedwell in the literatureZ6].

4. Logical When the state of one infrasicture depends on the state of another
infrastructure via a connection that is not physical, cyber nor geographic, e.g. the European
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outage in 2006, despite it was a 30 minutes outage, French relief cemtgesinundated
with calls 7).
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Type of failures

Since Cls are interdependent, a failure on one infrastructure can have a catastrophic impact
against other infrastructures in the SystafiSystems. Three typeof failures are identified
[2423):

1. Commam mode Occurs when two or more infrastructures are affected simultaneously
because of an external and common cause, e.g. tornado and earthquake.

2. CascadingOccurs when a failure in one infrastructure causes a failure in a second
infrastructure.

3. Escalating Occurs when a failure, resulting from the interaction between two
infrastructures, exacerbates another failure.

Tablebelow presents which Cls originated an event and which Cls are affected by the event.
Data are from a database containing recordingsgf Mmp / L Qa Tl Af dzNBa Ay
world. The energy infrastructure has the higher number of incidents affecting other
infrastructures. As well, industry, telecom and water infrastructures have an impact on the
energy infrastructure, illustratignthe need to understand the causes of these incidents and how
these infrastructures are linked. A commednalysis is presented by Hrigijfet al[29].

Therefore, as mentioned iB(], it is needed to create new conceptual approaches and extended
analytical tools to knowledge the critical linkages between Cls in order to prevent critical failures
and to improe the Power Systems resilience.

Events categorized by initiating and affected sectordffevents)

INITIATING SECTOR
CI SECTOR |No Secto| Energy F'”ar?c'a' Government | Health | Industry | Internet Pos_tal Telecom | Transport | Water TOTAL
Services Services

EDUCATION 1 1 - - - - - - - - 2 4
ENERGY 515 65 = ° ° 4 ° ° 2 1 3 589
FINANCIAL 34 5 3 - - - 3 - 15 - - 60
FOOD 4 3 > = = > = = = 1 = 8
(GOVERNMENT 27 17 . 1- 1 1 4 - 14 1 1 67
HEALTH 23 11 > = 2 > = = 2 = 1 39
INDUSTRY 12 12 . - - 1 - - - 1 1 27
INTERNET 109 14 = ° ° = 10 ° 27 ° = 160
POSTAL SERV. 1 - - - - - - - - - - 1
ITELECOM 170 62 = ° ° = 1 ° 57 5 = 295
ITRANSPORT 294 98 . 1 - 3 - 1 5 15 5 422

ATER 58 14 > = = 2 = = = = 2 76
[TOTAL 1248 302 3 2 3 11 18 1 122 24 15 1749

Table4 - Events categorized by initiating and affected sector

3.3.STATE OF THE ART

Three main activities sectors have been identified by the WG as dependerdtinét@res on
power distribution networks: Telecommunication facilities that supports coordinate emergency
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responses under HILP events. The transport sector, that frequently share corridors through the
road system with the power systems. And the third orse,secondary but important
interdependency exists between electricity networks and water infrastructure. Some of these
interdependencies are presented through the case studies.

CIRED Working groyResilience of Distribution Grids

External events, such as fire, floods, hurricanes, can impact power distributietworks as

well. For instance, overhead power lines might be vulnerable to fire, as is the case in Australia,
where those lines are predominantly supported by hardwood timber poles. Native Australian
hardwoods are a comparatively dense and kKirgd material, and while originally original slew
growth premium timbers without chemical preservative treatment were originally used.
Currently plantation timber chemically treated with Copggiromium Arsenate is widely used,
although alternative materials sh@s spun concrete, tubular steel, treated softwoods and fibre
reinforced cement are also used.

Many projects have deal with critical infrastructures interdependencies. For instance, STREST
EU funded research project targeted four main objectives: to distab common and consistent
taxonomy of Critical Infrastructures (excluding Nuclear facilities), to develop a modelling
approach to hazard, vulnerability, risk and resilience assessment of HILP events, to design a
stress test framework to address the vamability, resilience and interdependencies of Cis and

to enable the implementation of European policies for systematic implementation of stress
tests.

RESILIENS project is also interested on the cross sectorial interdependencies and the cascading
effects.This project highlighted the need of a formulation of definite guidelines and-depith

analysis of interdependencies, mostly because this work has been done on other projects
predominantly in the context of risk management and not in the context oflieese
management.

3.4.CONTRIBUTIONEASESTUDIES

Hereafter two case studies are described. The first one, Case study 4, concerns the study of
interdependencies of a Power Distribution Network under Fire Conditions. The other one, Case
study 5, is an exaple of a power outage of Oslo Central Station, which caused malfunctions on
several communication systems and the interruption of train traffic in Eastern Norway.
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Case Study 4 | Interdependencies of a power didioh network under fire
conditionsc Australia

Synopsis

A particular concern in the Australian context arises from operational interdepend:
between agencies responsible for emergency response in bushfire, cyclonic and flood sit
with these @encies in turn relying upon physical infrastructure, particularly telecommunica
water, transport and electricity.

In densely populated areas, reliance can be placed on telecommunications facilities
offered by Government agencies or by comrigrelecommunication service providers unc
secure service level agreements. In more sparsely populated areas, reliance may be p
satellite communications or shared telecommunications facilities offered by local bodie
Mining operations) olocal government providers. In each case, security of power supply
be dealt with on a locational basis with specific factors considered.

Transport infrastructure is seen as a tway interdependency. In urban areas, traffic signa
is reliant on eletrical supply, conversely access to electricity infrastructure subject to fire ir
is enabled by traffic signaling. In rural areas, access to electrical infrastructure subjec
impact is enabled by aerial and road traffic infrastructure. In tagls, electricity infrastructur
may be a causal factor for fire.

Findings

Power Distribution Networks as a source of ignition for fires

The Electricity Supply Industry in Australia has responded to previous bushfire events as
with overhead fies by establishing Energy Network Association (ENA) Industry Guideli
disabling autereclose functions on Overhead Lines on high bushfire risk days and prever
pole-top fires, widespread use of Aerial Bundled Conductor at low voltages, srstapliirm
operating protocols for the management of privatelyned overhead lines, engaging

extensive research into vegetation management, low fire ignition risk apparatus, €
previously noted, the diversity of operating environments for elégtassets in Australia resul
in solutions tailored to suit local circumstances. However, in a more general sense, |
Guidelines for the design and operation of overhead power lines have been widely adopte
0KS MdpcnQa 0 Y 2anbtaNBO@PUL6 @vErhehddzingiDedigh]fand these
Guidelines are directed towards establishing design parameters which minimize the likelil
Overhead Line failure which may (among many other things) cause fires.

While the management of vegetation adjacent to powerlines has significant variation

Australia, this is widely recognised as the primary risk management control for the prevetr
fires ignited by overhead power lines. However, it is also recalgthiseunder extreme climati
scenarios (especially high temperature, low humidity, high wind) that there are limits
effectiveness of vegetation management in managing fire risk. In particular, the distar
which vegetation is cleared away frgmwer lines are dictated by electrical safety, not fire r
As a result, these distances are significantly smaller at low voltage even though the fire
risk from a low voltage line is demonstrably the same or greater than that for a high iméa
The practical difficulty in increasing clearance distances at distribution voltages to reduce
is highly significant.

Fire risk in suburban and urban areas is more commonly associated with substation 1
which often contain flammablenaterials (especially mineral oil) in substantial quantit
Australian Standard (AS) 2067:2016 Substations and high voltage installations exceeding
[32] and ENA Doc 0182015 Guideline for the Fire Protection oéditicity Substations3]

contain extensive material detailing design and operating principles to reduce the risk
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spread within substations and from substations to adjacent properties and infrastructu
these pringples, the use of segregation and fimoof barriers are perhaps the most importal
with a particular focus on the ability of fixed structures in substations to survive fire eve
order to reduce restoration time

CIRED Working groyResilience of Distribution Grids

Power distribution equipment and Osrhead power lines as an asset vulnerable to dama
during fires

Industry collaboration has again been the dominant mechanism by which this issue he
managed. ENA Doc 062610 Guide for the selection and management of poles to re
damage and losshwen they are exposed to bushfiré] deals extensively with this issue.
2067 and ENA Doc 018 also refer extensively to the ability of substation installations to
fire events, whether they are internally or extetpahitiated.

As noted above, vegetation management clearance distances are largely dictated by volt
electrical safety, not fire risk. As a result, the survivability of distribution installations
conditions is much lower than for transmissiand naturally distribution installations are mu
more widespread.

It is noted that in a recent economic determination, the Australian Energy Regulator
declined to approve an application for a step change increase in vegetation mana¢
expensegesulting from a proposal to enhance bushfire risk management in an area '
particularly high exposure. Additionally, and in conflict with the findings of the Victorian Bl
Royal Commissidgi35], the AER is not gendlyasupportive of accelerated programs for ac
asset replacement.

Electrical supply to emergency response telecommunications facilities (and iag@ncy
coordination).

In a rural or semiural setting,this will generally result in additional measuresdinforce the
reliability of electrical supply through redundancy or baglsystems, although reliance can a
be placed on satellite communication systems, as well as radio and mobile telephony.

In an urban setting, further measures are availablensuge the security of electrical supply
emergency telecommunications facilities.

In Australia, emergency telecommunications facilities are offered by a combinati
commercial and Government providers on a largely regional basis. For example, in
Government Radio Network (GRN) offers partial regional coverage of the jurisdictiodidi 1
profit emergency service providers, which provides direct radio contact with a central ¢
room tasked with surveillance and coordination between providEszussion continues as
whether electricity networks recently transferred to private operation and control can cor
to access these facilities without breaching regulatory provisions designed to prote
commercial rights of telecommunicatioregce providers. Emergency coordination in the ¢
of major fire events would clearly dictate in favour of continued access by the elec
networks. In areas not covered by the GRN a variety of solutions are used with the el
networks makingxtensive use of their own internal telecommunications facilities.
Interdependencies with the transport sector

In a rural setting, the road system is frequently quarantined by emergency services for
following an extensive bushfire, especially iread region. This is largely based around a s:¢
case ensuring that trees are not likely to collapse. Initially, aerial surveillance can be L
fixed wing, helicopter or drone) to assess the extent of damage, however, roads and trac
to be rebased to allow access by electricity personnel for supply restoration, which t
requires detailed inspection followed by heavy equipment (pole trucks, elevating work plat
cranes, etc.).

Rural electricity networks are frequently at least padfjial i.e. supply cannot be switched
an alternate source. Further, an extensive fire event may damage multiple lines, rer
redundancy ineffective and automation (e.g. sectionalisation) only partially effective.
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In an urban setting, loss of supply toad transport signaling systems limits the ability
emergency services personnel to rapidly access and extinguish a fire (increasing the
extent of damage which may impact a major electricity network installation or other sign
infrastiucture facility) and also reduces the speed with which electricity network personn
restore supply to renable traffic signaling.

Interdependencies with water infrastructure

In urban areas, water pumping stations with redundant secure supplies ghatigufficient
guantities and pressures of water are available at hydrants installed at substation locatiol
of supply to pumping stations arising from fire is rare.

In rural areas, most reliance is placed on mobile facilities (e.g. fire trubksatér tanks), anc
accordingly the critical interdependency during emergency response is between transpi
portable water.

In some jurisdictions, Memoranda of Understanding are in place between emergency ¢
providers responsible for fire resp@nsnd electricity networks. These Memoranda m
provision for safe access and site control for firefighting, in concert with building regul
which specify the availability of pressurized water supplies at major electricity installatio
other sigificant facilities and buildings.

CIRED Working groyResilience of Distribution Grids

Imagery ©2017 CNES / Airbus, AEROmetrex & Jacobs, Sinclair Knight Merz, DigitalGlobe, Google, Data SIO, NOAA, U.S. Navy, 5km
NGA, GEBCO, Landsat / Copernicus, Map data ©2017 Google  Australia

Figure3 - Sydney, New South Wales, Australia, showing infringement of urban development on hi
risk areas.

Conclusion

The Regulatory focus in Australia has been almost exclusivedgdomu managing the risk
fires CAUSED by overhead power lines and associated facilities in rural and urban frin
Electricity organizationsin Australia have collaborated extensively to develop prac
intended to reduce the likelihood of fignited by electricity assets, and to improve f
physical resilience of electricity assets against fire damage.

The Australian Energy Regulator is not supportive of measures designed to reduce fil
this results in increased cost to customers.

Thecritical infrastructure interdependencies are wighecommunicationgor coordination of
emergency response, amk@nsportfor access to electricity network facilities. However,
focus has been on coordination between different authorities for emesgezsponse rathe
than specific measures related to grid resilience except on a local needs basis.
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Case Study 5 | Fire at Oslo central statiiorway 2007

Synopsis

In 2007 a minor fire in an 11 kV cable caused a power outage and evacuation of Oslc
Station. Several communiaati systems were put out. The train traffic in Eastern Norway
completely out of service for 20 h, effecting 80 000 passengers, while the telephor
computer traffic was disrupted for approximately 10 hours, effecting more than 2t
customers.The @ause of the fire was a permanent earth fault on another cable on the :
transformer circuit, caused loygging activity in the are&4).

Findings

Four unwanted events occurred@he first was a damaged cable caused byimdjgghen &
permanent earth fault induced failure led to disconnection of two cables. This is the ¢
unwanted event, and it led to fire in the nearby cable culvert damaging electricity and te
cables. The third cable which supplies the centralostatvas automatically disconnecte
leading to the area being without external supply. Then the traffic monitoring centre
powered by emergency supply (UPS). The third unwanted event is that the electricity
area had to be cut off. This was ddoéacilitate safe working conditions for the firemen. Af
the fire was extinguished, the emergency generator was turned back on. Supply was r
by provisional cable after approximately 15 hours, while the permanent repair took add
7 hours. Te forth unwanted event is that there was not sufficient emergency gene
capacity available.

Discussion

The fact that many cables were placed in the same culvert and / or within the same 1
made the system vulnerable. In addition, emergagaryerators were not sufficiently availak
and tested, and thus did not function properly. The emergency preparedness wi
adequately planned, and areas of responsibility were not properly defined.

Several barriers have been identified to having themqt@l of limiting the extent of the powe
system failure or reduce the consequences. These have been divided into four categorie
on their ability to prevent component failure, power system failure,-teng power systemr
failure and reduce endsa’'s consequences.

Barriers to prevent component failure: include vigilance during construction work
replacement of 11 kV cable joints particularly susceptible to earth faults.

- Barriers to prevent power system failure: include redundancy in sysberttsin
case of failure and in case of fire, limit the amount of cables in the same ¢
and improved registration and handling of earth faults.

- Barriers to prevent lonterm power system, include available and well maintai
and tested emergency gerators as well as defined responsibilities for these,
use of provisional cables in the restoration process.

- Barriers to reduce endsers consequences, include bagksolutions in connecte:
infrastructure (ICT, railway), barriers to reduce vulndtigsil related to the
interdependencies between electric power and ICT and other cr
infrastructures, and coordination of efforts and clarification of responsibi
between different actors.
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Conclusion

In 2007 a minor fire in an 11 kV cable cauag@ower outage and evacuation of Oslo Cer
Station. The cause of the fire was a permanent earth fault on another cable on the
transformer circuit, caused by digging activity in the area. The fact that many cable
placed in the same culverhd / or within the same fire cell made the system vulnerable
addition, emergency preparedness was not adequately planned, and areas of respo
were not properly defined. The problems related to this blackout, were mostly relat
inadequate bak-up systems in connected infrastructure.

Recommendations

For this blackout, barriers with the potential to limit the extent of the unwanted evel
reduce its consequence have been identified. It should be noted that the improve
potential and thecosts of enforcement varies significantly between the different bar
identified, and it was outside the scope to assess this explicitly, in the memo used as a re
for this use case. Still, because titeblems related to this blackout were mgstelated to
inadequate backip systems in connected infrastructure, the focus should be on ba
reducing the endisers consequences.

References
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4.1.INTRODUCTION

Building resilient distribution networks that can withstand and quickiyovec from extreme
events is becoming of increasing concern and importance for distribution system operators
worldwide given the significant social and economic impact of these disastrous events. This is
becoming of growing criticality given the emergendetransformative technologies and the
transition from the classical centralized systems to more decentralized systems with the large
deployment of distributed energy resources, where new resilience and flexibility services are
arising. Hence, resilience $idoecome highly critical and the concept of critical infrastructure
resilience is now quite well known, not only by the risk analysis experts. Regulatory Authorities
and Critical Infrastructure manager are more and more conscious of the need to increase th
resilience of the Critical Infrastructures.

However, there are still various critical questions to answer as power engineers in order to make
the shift towards resilienceriented thinking and engineering. How can you decide if a critical
infrastructureis resilient or not? How can you establish that a system is more resilient than
another one? How can we measure resilience? How can we select the priorities in a plan for
increasing the resilience of a distribution grid? What are the best strategiesnsidar and

apply for boosting resilience? Do we make the network smarter, bigger or stronger? When a
critical infrastructure can be considered resilient enough?

Comparisons, priorities, targets imply the need to find a way to assess the present resifience
critical infrastructures and to focus a target, to set an acceptable resilience level.

Therefore, the scope of this chapter is to define a reasonable and common way to measure and
quantify the resilience of a particular set of critical infrastructurbe, electrical distribution
grids.

4.2. THEORETICAL FRAMEWOR

As the resilience of a critical infrastructure concerns its ability to withstand extraordinary and
extreme events, minimizing outages and recovering rapidly normal operation from disruptions,
a resilience index set of resilience metrics should take care of the following main parameters:

- How likely is the extraordinary event and how severe is the event (event probability and
intensity);

- How does the system behave during and following the event;

- Howsturdy and reactive is the system (system robustness and recover capacity);

- How heavy are the outages and the consequences for the stakeholders (disruption impact);

- How long does the outages last (disruption, reaction and recovery duration);

- How do we measre the different aspects of the multaceted concept of resilience (e.g.
infrastructure and operational resilience, as well as business continuity)?
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Further, the set of metrics used for quantifying resilience should be capable of measuring both
shortterm and longterm resilience. The former refers to those metrics for quantifying the
resilience performance of the network before, during and after an event, while the latter refers
to the metrics for quantifying the lonrterm adaptation, transformation, phning and decision
making for improving the robustness of the network to future catastrophic events.

CIRED Working groyResilience of Distribution Grids

The analysis of the resilience of the electric distribution grid involves several different
stakeholders (the electrical system regulatory authority, th¢ grid system operators, the
several electrical distribution grid companies, the final users), therefore the set of resilience
metrics indexes should result as much as possible from measurable and objective parameters.
Even though several indexes can basidered, when you have to compare different situations
you should select only a single representative index.

In Chapter2 dmpact of different events to the electrical supply sysfetime majority ofthe
events that can threat an electrical distribution system were considered, Chapter
dnterdependence of the electrical infrastructure and otkerdescribed the many
interdependencies between Criticalflastructures The set of resilience metrics should dfe
generic applicability andalidty for a lot of different events that could threan the system, in
order to match the resilience of the system against all ehthand these metrics shoués well

give a Global System Vision about the impact of other infrastructures on the Power Distribution
Redlience

4.2.1EVENT PROBABILITD ANPACT

Event probability and event intensity are generally related, as frequent exgantsrally have
lighter (or none) consequences, while low probability events can be very disruptive. Based on
this and simply defining risk as the product of probability and impact, there are thusbirgs

categories of events that a distributior
networkshould be capable of dealing with
high-probability, lowimpact and low

probability, high impact. Traditionally the
distribution networks have been designe

High Impact
Low Probability

) Low Impact
to be reliable to the former, but less Low Impact High
resilient to the latter mainly due to the Lol 1| o e

uncertainty relaed to their frequency of
occurrence (making it thus difficult tc
justify large investments to deal with

threats whose frequency is low o
unknown). Figure4 - A simple Risk Matrix

If a certain kind of event has already occurred several times in the past, the statistical analysis

of the historical data (if available) can generally provide insights to a statistical distribution that

links the intensity of the event and its repetition probability, allowing to set a value to the

probability that an event of a certain intensity will happeraiyg This is the case of the majority

of the weatheeNB f 6 SR S@Syliad ¢KAa NBLISGAGA2Y FTNBIdzSyC
LIS N 2 R £CEICEMEandadt3034m >Ovaihead electrical lines exceeding AC 1 kV, Part 1:

General requirements Commonspecifications, [46]). S& (G KS aNB G dzNy LISNR 2 Ré€
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usually measured in years, could represent the occurrence probability of an event with a certain
intensity and can provide strategic insights on which events caobhsidered credible and nen
credible.

CIRED Working groyResilience of Distribution Grids

Much harder is to set the occurrence probability of an event that never happened before, or
happened only a few times (like a cyber or a terroristic attack, a transmission grid blackout, a
disruption of the whole commmication system).

If the probability becomes very low, also the risk (in terms of probability x consequence)
becomes very low, often insignificant, and no measures are taken anyway. Still, the consequence
may be unacceptable and measures must be takenvoidathe event, cf sectiod.2.6 on
"reverse analysis".

4.2.2SYSTEM ROBUSTNESS

¢KS GKNBIFIGSYyAy3a S@Syid Aa y24d LINL 2F GKS agadasSy
of the system. Instead, the robustness and the tierccapability are peculiar characteristics of
the system.

It is possible refer to the system robustness also with its opposites: system vulnergdoility
survivability) systemfragility [37], or system susceptibility4p]®>. Anyway, the underlying
concept is the ability of the system components to resist without failures to the aggression of
the threatening events in order to prevent or mitigate the propagation of the component
failures. This propgy is strictly related to the design criteria and realization quality of the
system components, but also to the aging and the correct maintenance of the system
components.

The relation between the event intensity and the component failure is a proBabilh O & { ¢ O dzNIJ ¢
where the failure probability increases between a minimum threshold to a maximum threshold

of the event intensity(fragility curves) 1A i
Below the minimum threshold the /

]
component is surely safe, above th i3 08 /
maximum  threshold the component i 3 06 ; -
surely broken 7). T o4 .
L 0.
A generic fragility curve showing how th 735 0.2
(T

/

Weather Intensity m—)

Figure5 - Generic weather resilience curve related ti
individual component

failure probability of a component car
related to the weather (or hazard)
intensity is presented ifigures.

3 Susceptibility is usually referred to human feelings, it is an excessive sensitiveness, with dudgeon.
Vulnerability is referred to something that could be hurt and is usually refil human body or feelings.

It could be also referred to systems, when parts of the system fail. Fragile is something that could be
broken. It could be referred to human feelings, or to the system components. Therefore, in this case,

GFNI AL Adfadable. 3 SSYa LINJ
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Different cuves haveto be considered with different kinds of solicitations, of threatening
events, and the component fragility curves could generally vary in the time domain, with
maintenance and ageirfy.

However, this level of detail is possible only for not toteaded system analysis. Otherwise, if

so detailed information is not manageable, simply an event threshold intensity could be
considered. For example, this threshold could be set equal to the solicitation which breaks
component.

Finally, after the event tern time, the failure probability of the system components should be
considered in the resilience index.

4.2.3RECOVERY CAPACITY

The electrical distribution grids are usually designed to avoid disruptions even in case of failures
of one or more componentsédundancies). More than one supply lines could often supply the
critical nodes of the meshed grid. So, the distribution grid has a structural capacity to cope
possible outages in a very short time, with automatic fault selection device®rmote-
controlled switching operations. In particular, remote control operation allows to minimize the
outage disruption time in the impacted areas, without direct intervention on site of the rescue
teams, as seldom the weather and road conditions could be prohibitivepaechrious, and
people movement could be risky.

In the resilience assessment, usually you can neglect these transient outages and consider only
the disruptions that the structural reactivity of the network could not cope in a short time.

Where the automat devices or theremote-control operations are not available or not
sufficient, skilled personnel could operate locally the electrical station switchgears to
reconfigure the network. Moreover, after localization of faulted components, intervention
teams ould recover the grid operation by restoring or replacing faulted components. However,
the time for local operation with intervention teams is relatively long and depends drastically by
the location of the faults, the extension of the affected area, theathier conditions, the
accessibility to the sites, the personnel safety conditions. So, after the first few minutes, the
availability of human work forces with adequate rescue facilities and the organizational factors
become fundamental for the recoveringqeess.

4.2.4DISRUPTION IMPACTDADUTAGE DURATION

When the intensity of the event is so high that part of the system fails, the system disruptions
occurs. The resilience index has to measure the impact of the disruptions. For an electrical
distribution netwak, you can measure the outage impact by the number of users affected by
the loss of electricity, or by the amount of unavailable electrical power.

4The complexity could further increase if you have to consider the effects of more than one solicitation
at once.
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However, in the resilience evaluation the time dimension is fundamental, because a short time
outage could hve minor or no practical consequences at all, but the longer is the outage
duration, the harder are the consequences for home and industrial users.

CIRED Working groyResilience of Distribution Grids

In order to consider this time component, you should integrate the number of impacted users
by the time duation till the restoration of the service. Otherwise, the energy not supplied could
be considered as a parameter for resilience index.

This way you consider the outage impact (and therefore the resilience) proportional to the
outage duration, but probablthe user hardship is not simply proportional to the duration of
the suffered outage. Perhaps specific discomfort curves could be studied and applied in order
to amplify the negative effect of long lasting outages.

4.2 5VULNERABILITY, RIESS

Instead of thaesilience quantification, you can find conceptually easier thinking of its opposite,

GKFG O2dAZ R 060S NBFSNNBR (2 & addzZ ySNI oAt AGEE
considered proportional to the number of user impacted (eventually irdaegt by the outage

duration) and to the repetition frequency of the threatening event (the inverse of the return

time). This index could be expressed as number of impacted user by outage hours per year.

Further, given the nature of these higimpact lowprobability events, using the traditional
NEtAFOAfAGE AYyRAOSA (KL (i aremolsdificien? ifis Gtherd8afelil SR a |
efficient to use riskbased indices that focus on the tail of the probability distribution of the

impact of the everd, such as Value at Risk (VaR) and Conditional Value at Risk (CVaR).

4.2.6REVERSE ANALYSISREIR.IENCE

Another fruitful way to approach a resilience assessment igisgafrom the tail B8], analyzing

the outage historical reards and considering only the permanent located failures. A statistical
study of such databases, could put in evidence all the major outages historically suffered by the
distribution grid and give also the key information to reconstruct the causes ofuteges. As

the HILP events generally concern wide territory areas, this analysis should adopt suitable
grouping criteria.

Moreover, this big data analysis should consider that the system is not static with time but could
have modified its structure and com capability (some components could be aged, some
components could be repladenew components could be added, and so on).

4.3.STATE OF THE ART

A description of a suggested methodology is provided in the papeframework For Handling
High Impact Low Bbability (HILP) Evenrit§39].

Defining and measuring resilience has recently attracted the interest of several researchers,
which resulted in the development of many resiliermdented studies, including modelling
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techniques,enhancement strategies and metrics. Differently from the traditional reliability
indices (e.g. SAIFI and SAIDI), various metrics have been proposed for specifically quantifying
resilience. For example, jA0, 41, 42] resilience is quantified as the ration between the area of

the real performance, i.e. during and following the event, and the targeted performance curves.

A different way has been proposed [43] where measuring resilience is focused on the
proportion of the delivery function that has been recovered from its disrupted stat§44h
resilience is measured as the difference between the capacity ofulhefunctioning system

and postevent capacity. 1§45], a novel resilience metric framework has been proposed for
specifically modelling and quantifying the resilience performance and behavior of a power
system during an @nt, which is based on the new concept of resilience trapezoid.

CIRED Working groyResilience of Distribution Grids

4.4. CONTRIBUTIONEASETUDIES

Hereafter two case studies are described.

The Case study 6 concerns the development of indicators for monitoring the vulnerability of
power lines and the Cas¢ugly 7 is an example of a resilience assessment for medium voltage
distribution grid.
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Case Study 6 | Developing indicators for monitoring vulnerability of power
lines

Synopsis

The case study shows how informatimom vulnerability analyses and existing maintena
management systems can be combined with information about threats and critica
establish vulnerability indicators for power lines. The main focus of the study has b
lagging indicators. Rdssifrom one regional grid lines are presented in the paper used
reference for this case study.

Findings

It was decided to establish four indicators that cover all dimensions of vulnerability. Thi
indicators covering threats, susceptibilitpping capacity and tidality, and are summarize
in Table5. The indicator for threat focuses on weather and climate stresses that eithe
cause an immediate failure or can lead to deterioration in the ieahoondition of the powe
line. Susceptibility is covered by an indicator that presents the technical condition of the
line based on data from periodically conducted maintenance inspections. Coping caf.
described by an indicator that consigdéhe accessibility of the pole location for repair wot
a failure occurs. This is estimated based on the time needed to reach that lo
Consequences for society are measured with an indicator that is based on the loce
critical loads and peer switches in the network.

Table5 - Selected approaches for vulnerability indicators Method

Method Data source Scale
Exposure Expert assessment based ( Reports about corrosivity, win¢ 0 (extreme)
available information speed and iceolads 100 (little)
Steps of 20
Condition Calculation based on data Reported deviations from O (very poor)
maintenance inspections 100 (perfect)
Steps of 25
Accessibility Expert assessment based ( Map material 0 (hard)
available information 100 (easy)
Steps of 20
Consequence | Expert assessment based ( Location of circuit breakers an| O (critical)
available information location of critical loads 100 (little)
Steps of 20

When studying a power line, it will usually be mseey to aggregate indicators into
composite indicator or a smaller set of indicators, either because the number of indice
large or that the goal is to summarize the mdithensional aspects of vulnerability. There
at least two challenges wheaggregating indicators. The first one is the scale and unit ¢
indicators, and the second to decide on an aggregation rule securing that no crucial infol
is lost through the aggregation process. A weighted average the method used fo
aggregating and combing indicators in this study. The four indicators are calculal
electricity pole level and aggregated to indicators for the whole power line with the aggre
rule.

The results from one power line in the regional grid was illustratgh by an extraction o
results at the single pole level, and by the aggregated results at the power line level.
levels, indicators describing different dimensions of vulnerability were aggregatec
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combined indicator. After aggregating timelicators, the results for the power line show tt
the condition indicator has a very high value, i.e., very good condition, exposur
accessibility is average, while the potential consequences are considered critical. Howe
aggregated values umst be treated carefully, since they are directly dependent on
aggregation method and weighting.

CIRED Working groyResilience of Distribution Grids

Discussion

One important lesson learned from the case study was that it is hard to find data of the re
guality to assign values to the indicatatselectricity pole level. Most of the indicator vall
were therefore assigned based on subjective assessment. A more data based appi
assign values to the indicators would be preferable to allow for a fast update of the ind
when new data aravailable in the maintenance system and to use the method more q
for several critical power lines. In addition, the specification of weights for aggregatic
quite an influence on final results and should be subject for a more thorough anvabigists
should be chosen in a way that the aggregated indicators get values as would be expec
an expert user.

Conclusion

In the referenced paper, a framework for developing vulnerability indicators was pres
and applied to several case seslihat focused on the vulnerability of power lines. Indici
values were assigned by using available data from the maintenance systems combir
expert evaluations at the network companies. Based the work, several conclusion
drawn:

wt¢ KS Gitist frarBeMirk is applicable to measure the vulnerability of power lines
indicators.

w a2NB SFF2NI A& NBIdZANBR F2NJ RS@St 21
vulnerability picture; some example indicators are tested, but a consistenissstill missing
w 2S8SAIKGAY3T YR FF33INBIAFGA2Yy Nz S& akKz2c
vulnerability on an aggregated level.

w [ SIFRAY3 AYRAOIFIG2NA FNB | NBYFAYyAy3a OF
work to desig leading indicators.

References
[47] - Hofmann, M., Gjerde, O., Kjglle, G. H., Gramme, E., Hernes, J. G., & Foosnaes, J.
Developing indicators for monitoring vulnerability of power reese stuis.
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Case Study 7 | Impact of different events to the electrical supply system

Synopsis

This case study describes the methodology adopteddistbuzione in order to assess tl
resilience of its electricaldribution grid in the case of snow and windstorms affecting
medium voltage overhead lines.

Findings

A resilience assessment of the Italian electrical grid

Worried by the impact of high impact low probability critical events, since 2016, the
Regulatory Authority for Electrical Energy invited the electrical transmission and distri
system operators to analyze the resilience of their grids. The Italian Transmission
Operator and Distribution System Operators considered and progosadalyze severe
possible threats: mainly meteorological events, but also landslides or earthquakes, ac
to their specific operating experiences.

Icing and snowfalls

After a first stage of analysis, the snow precipitatic *
were considered the nst critical threats affecting the
Italian electrical overhead grid. In fact, the majority
the ltalian territory is mountainous, and it is nc
unusual that over lItaly cold air masses coming fr
northeast regions meet warmer humid air mass
coming soutiMediterranean area, bringing on intens
precipitations.

Mostly, severe snowstorms are becoming more &
more frequent in ltaly, cause of the recent glok
climate changes, especially in areas where ol
snowfalls were really unusual, in the central a
southern regions, at relatively low altitudes.

The impact of a critical event is bigger just where
do not expect to have a risk.

Figure6 - map of the Italian altimetric
bands: flat, hilly, mountainous lands

The icing phenomena and the snowfall can cause the formation of ice and snow sleeve
components of the overhead liseWhen the amount of ice and snow on the line structur:
exceptional, the consequent overload can cause the disruption of conductors, insulators
or towers.

Moreover, the snowfall can load also the tree nearby the overhead lines, so that ksramc
the whole tree could fall on the line conductors or poles, breaking them. The arrival of
winds after exceptional snowfalls emphasizes the criticality, providing an additional o\
to the lines.

According to dlistribuzione fault data recosd roughly the 90% of faults during hes
snowfalls affect the overhead line bare conductors and wet snow precipitations are the
dangerous, because they can produce snow sleeves with thickness of several cent
whose overload can break the bamenductors of both MV and HV overhead lines.

Wet snowfalls are predominant in centsaluthern Italy. They occur at temperatures betwe
0.5°C and 2°C and the accretion of the snow sleeves particularly increases with wea
between 2 and 3 m/s (7 + Kin/h), up to 8 m/s (30 km/h).
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Sometimes, after the end of the snowfall and the formation of snow sleeves on the ovt
lines, more intense winds may rise to solicit the conductors.
For a complete discussion, sasoref [50, 51, 52].
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The guidelines and standards

The Italian Electrical Energy Regulatory Authority in 2016 promoted, through the res
worktable, the constitution of the CEI (Italian Electrical Statiwhtion NC) TC 8/28 Resilier
Workgroup. Member of this workgroup were the Regulatory Authority itself, the Italian
the Italian DSOs (includinglestribuzione), the Italian research institutes RSE and CESI.

The Ita“an TSO and the ma]or aaIDSO ICE FORMATION | H>800m CE FORMATION |l H<600 m
(e-distribuzione) had similar problem e densiy = 00 kg loedensity =500 kgin
with the wet snowfalls and agreed th * |1, 5
opportunity to refer to the CEI EN 5034
1 standard46] and its technical Nationa «
Normative Annexes (NNPg], as a solid
reference point.n fact, in the European *
standard EN 50341462 & (i KS
principles of structural design are base
on the limit state concept used ir~
conjunction with the partial factor
method" and with a statistical approac . . , , 4 vor v 0 vy
coherent wih the Eurocodes. Figure7 - An example of the icing zones defined by
The EN 50341 standard[46] invites to CEI EN Standards, [48]

refer as far as possible to the NNA, whe.c

available, to determine the reference values for the action of the wind and the ice or
sleeve. The Italian NNA constéstthe Standard CEI EN 502413 [48], which gives three
different types of ice or snow load. Wind speed and ice sleeve thicknesses b
differentiated on a regional and / or district basis and variable with the altitude alea level
Moreover, it defines wind coefficients according to the orography of the ground, the t
above the ground, or the shape of the components.

Actually, until 2011, the Italian CEFLstandard[49] for the
constuction of the overhead lines had a quite easier appro:
to the snow loads on the overhead lines and considered sir
two zones:
- zone A: including places at altitudes not exceeding 80!
a.s.l. of central, southern and insular Italy: no ice sle
accetion at all.
- zone B: including places of northern ltaly and places
central, southern and insular Italy at altitudes above 80C
a.s.l.: 12 mm ice sleeves (density 920 Rytmbe considered
Therefore, most of the Italian overhead lines were biFigure8 - Italy map with two ic

according to this standard, coherent with a different clime Z9Nes, according to Italian
scenario Standard CEI 1-8:1998

Discussion

The climate changes

Even though, the Italian NNA (CEI EN 5@343: 2017 [48]) marked a decisive step forwa
in comparison with the previsustandards, nevertheless the fault events that occurre
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recent years in some lItalian regions seem to overcome the expectations of NNA relate:
thickness of the ice or snow sleeve.

Therefore, also the Italian Regulatory Authority recommended|dodrieal grid operators tc
consider also the most recent climatic events, and not only the values of the NNA star
the assessment of their grid resilience.
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The icing model methodology
Consequently, in order to consider also the most recent clineatnts, edistribuzione
undertook a study with CESI (main Italian research institute) in 2016 to create an icing
which, starting from historical meteorological data, for each Italian municipality, estimat
conductor overload due to the possilitgmation of ice or snow sleeves. The methodol
adopted by distribuzione is compliant with CEl EN 50344tandard[46], Appendix B
according to whom extreme ice loads can be calculated by means of an icing model.
The stadard requires recording the annual maximum ice loadeltained by means of a
"icing model" based on meteorological analysis. Appendix B asserts that:

-"an icing model of this type should analyse meteorological data over a period of 20 y

more"

-"a correct calibration of an icing model requires at lead Wellddocumented icing events

After a wide range analysis of the available technical documentation concerning this |
the CESI task force proposed to start from the "Chainé and Skeatisl, which resulted bes
suited to the daily granularity and type of the available weather data. The model took the
t NEdal dDd 64LOS {fSSBHS C2NBOlFaidéo | yR
the type of conductor under examinati and the local daily climate dd&8].

CESI and-distribuzione collaborated and added several modifications and improveme
the original model, aimed at better simulating the atmospheric phenomena and address
actual events. Nowadays, the model evaluates the increase or reduction of the sle¢
several consecutive days checking the temperature ranges suitable for the formal
melting of the ice sleeves. The model is mainly targeted to the wet snow phendouér
considers the sleeve accretion also for low temperatures icing phenomena (glass).

Meteorological Historical Dataset

The icing model is based on meteorological historical data. In order to have sufficient c
a statistical analysis, accordingajgpendix B of CElI EN 5034M6], the input for the icinc
model consisted of at least 20 years of daily records of meteorological parameters.

In Italy, the military air force provides certificated weather data in just oem&deorological
adrdAz2ya 2y | RIFEIAf@ olaia o6aaédNBLE LINER
LINE GARSE | RRAGAZ2YIE y20G OSNIATASR K2 dzNJ
In order to evaluate the stress on the line bare conductors, it was assinaeth¢ daily
weather conditions were homogeneous within the territory of each Italian municipality.
A specialized company processed the historical data of the meteorological stations t
distance weighted extrapolation algorithms, which allowed esimgeahe daily weathel
parameters for each Italian municipality for 21 years (from 1997 to 2017).

Matching real events

e-distribuzione grouped the overhead line conductors into different clusters, considerit
most widespread types of conductors on tmetwork (edistribuzione standard bar
conductors). Each cluster has peculiar mechanical characteristics (tensile strength, mo
elasticity) and initial laying conditions (initial pitch of laying and length of the reference
differentiated forthe climatic zones A and B (compliant with the old historical stan
prescriptions).
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